Northwest Technical College Wireless Instructions
Student Windows 7

( I ) Connecting to NTC wireless network requires your Directory username and

password, and proper configuration of your computer. Please contact Shane Jensen,
Information Systems Specialist, 218.333.6651 to obtain your username and
password or receive assistance in setting up wireless for you.

By connecting to NTC wireless you are agreeing to abide by the following policies:
Student Network Use Policy

http://www.ntcmn.edu/about/policies/5000 technology/5200-1-

01 Acceptable Use of Computers_and Info_Technology Resources.pdf

MnSCU Acceptable Use of Computers and Information Technology Resources
http://www.mnscu.edu/board/policy/522.html

1. Click on the network connection icon in the system tray in the lower right side of the screen.

bemidji.bemidjistate.edu

Internet access

Unidentified network
No network access
1:52 PM
7/12/2010

A Ab=ID
2. Click on Open Network and Sharing Center B

Currently connected to: s

=+ Unidentified network
Mo network access

Wireless Network Connection ~
BSU-WPA2 M
BSU o]
N{ Name: BSU |

1
89 SSID: BSU M
LPTV )
BSU Computer Store o
Other Network M -

| Qpen Network and Sharing Center |

3. Within the Network and Sharing Center under Change your networking settings click on Set up a
new connection or network
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4. Under Choose a connection option click on Manually connect to a wireless network
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Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or dial-up cennection to the Internet.

| i >etup a new network
e, Configure a new router or access point.
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Connect to a workplace
Set up a dial-up or VPN connection to your workplace.

#=; Setup adial-up connection
m# Connect to the Internet using a dial-up connection.

5. Enter the following information and verify Start this connection automatically is checked and click
Next
e Network name: NTC
e Security type: WPA2-Enterprise

e Encryption type: AES

Enter information for the wireless network you want to add

Metwork name: NTC

Security type: WPAZEnterprise

Encryption type: AES -

Security Key: L ] [Hdechsnces

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

6. Click on Change connection settings at Successfully added NTC
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% Connectto...
Open the "Connect to a network” dialog so I can connect.

“ Change connection settings
Open the connection properties so that I can change the settings,




7. Atthe NTC Wireless Network Properties dialog box on the Connection tab verify Connect
automatically when this network is in range is checked. Click on the Security tab and under Choose
a network authentication method: it should be Microsoft: Protected EAP (PEAP). Verify there is a
check mark by Remember my credentials for this connection each time I’m logged on. Click on
Settings
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8. Verify Validate server certificate is checked. Under Select Authentication Method: it should be
Secured Password (EAP-MSCHAPV2, verify Enable Fast Reconnect is checked and click
Configure... On the EAP MSCHAPV2 Properties dialog box UNCHECK Automatically use my
Windows logon name and password (and1domain if any). Click OK and OK again.

When connecting:
Validate server certificate

|:| Connect to these servers:

Trusted Root Certification Authorities:

[ class 3 Public Primary Certification Autharity
] Entrust.net Certification Authority {2048)
[ Equifax Secure Certificate Authority

|| GTE CyberTrust Global Root 5
] Microsoft Root Autharity

[ Microsoft Root Certificate Authority

[] symantec Root 2005 CA -
€ 1 |

»

m

|:| Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

-

~
EAP MSCHAPv2 Properties [

[Secured password (EAPMSCHAR v2) '] [ Configure...

|| Enforce Network Access Protection e

|| Disconnect if server does not present cryptobinding TLV S tomatically uss my Windows logon name and |

|| Enable Identity Privacy O,

password (and domain if any).

oK ] [ Cancel




9. Click OK out of NTC Wireless Network Properties box and try to connect to NTC.

10. The Windows Security dialog box will pop up requiring Network Authentication. Enter your
directory (also referred to as MyNTC/Portal/Novell) password here and click OK.

Metwork Authentication

Please enter user credentials

| Username

| Password

11. A Windows Security Alert dialog box will pop up, wanting you to verify the NTC Certificate
Authority. Click Connect.

Windows

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but deing so exposes
you to security risk by a possible rogue server,

Details

Radius Server: Bemidji State University Certificate Authority
Root CA: Bemidji State University Certificate Authority

The server "Bemidji State University Certificate Authority”™ presented a
valid certificate issued by "Bemidii State University Certificate Autharity™,
but "Bemidji State University Certificate Authority™ is not configured as a
walid trust anchor for this profile.

Details Terminate ]




